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Abstract; With the deveopment of the Internet of Things (IoT) technology, transaction security in loT
environments become critical. The IOTA network, a distributed ledger technology designed specifically
for IoT, plays a crucial role in managing transactions among numerous devices. Parasitic chain attacks, a
common threat, undermine network security and performance by validating illegal transactions in the IOTA
main tangle. A method based on graph convolutional networks ( GCN) was proposed to detect parasitic
chain transactions in the IOTA network. By analyzing the behavioral differences between normal and par-
asitic chain transactions, four attributes were identified as feature values to capture these differences.
Simulated IOTA networks containing parasitic chains were constructed based on the attack rules to gener-
ate datasets, and the trained model was used to classify and identify malicious nodes. Experimental re-
sults demonstrated that the model achieved over 80% accuracy in detecting malicious transactions, effec-
tively identifying parasitic chain transactions in the network.
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Figure 1 Malicious node attack methods
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Figure 2 On different network scales,the probability of a random walker selecting a parasitic chain transaction
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Figure 3 Average loss value per round
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Table 1 The indicators networks of different sizes

T HEHIR/ % A 1F#/% R F % T/ % KR/ % F1{H/%
100 98 94 6 6 97 97
150 93 72 28 28 95 83
200 88 65 35 35 91 76
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Table 2 Indicators for predicting different network scales of new parasitic chains

A w2/ % #1512/ % BRIRE/ % T 48 %/ % K%/ % FL{H/%
100 98 97 3 3 97 97
150 95 98 2 2 85 90
200 85 58 42 42 78 67
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