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Figure 1 The structure of blocks
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Figure 2 Framework of blockchain technology
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Figure 4 Ledger isolation
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Figure 5 Comparison between ABE and traditional encryption
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AOIE . SCHRL 61 1 5F X 5E T 45 = J5 SOAN 8 18 /Y B AL DR 3 0], 3 1T 28 44 BOR KB F e B R 58 =5
ARERRBUN P W52 5 15 B, T BT 158 =05 I VR RUE T P B B FAPE . TumbleBit & — Bl 34 H e 1 &
G gE N 22 Gy Bl R JCAR AR T A Tumbler h 92 BUH B 44 (9 85 TS24, 3@ 1 RSA Al ECDSA # %2
R Tumbler BB B0 1E F 7 28 5y 19 ELSE A, M TC L SR IO 1 22 53 45 8., S 3 P 52 5 B9 AN T ik e | DT
PRAE ] P B AL

Sprites J7 22 & &1 XF TR B W 28 7 ORI e ot | 38 13 8 FH 4 7 1) Hash JR4% & PR BE & 29 ( preimage man-
age contract) FPIR S, I AT AT A 3R R 58 B 2 A5 56 B, KORI /D 1T e RS 00 P B9 S5 R i 18], 98¢ 20 17 i 1] g
AT TR S8 B T SRAEAS By W WA LA S A A B Fe VP Ak R R IR S R S g B, P Ak A
REAR B SE 55 WU A8 2 A5 8. T P A B RL 32 B gk W o & % 32 4538 18 I 4% ( payment-channel network, PCN)
BB AL 5 9F e, ek [ 64 13 T Fulgor #1 Rayo PRI, BH ZE B i Fulgor BEWZ H PNC %1%[5%’*[\@%5%,{@
TE AT M 28 th AR AE — R SR %, JE BH ZE D0 L Rayo Mokt T 28 5y o B vh B9 SE B[R] 81, {H 5 Fulgor 4 Lt , Rayo
WEE T AL RE . % B A 29 Multi-Hop HTLC J& Fulgor T Rayo WM A% L, 5 N HL M 454 LL | 1% A 20 B
Ji T 58 Sy 1k B P S AT R AR DLRIEAE S WU 1) B B AL
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We X HRBEVERE . 6 T 52 5 HLH BE BB A2 A X e i) o AL DR 4 R A8 1 JEL %, UAE — @ FE I B4R T A8 By Ak it
LR 33X A 7 32 e X R JZE MBI AT A 2, Xl 55 37 5 R BR i 42 22, iy HORE S B0 n 2 B T AU K % T
BT BTS2k E A2 b 55T RE AL G, S BLEE T AP E
3.2.5 KE% M&AESMNERBUELRE, KT EMIRS (location-based services, LBS) 7EAE 1% W H 2534
o, A0 By AR B A T M A R T 7 AR O S A7 R A Y R R T DA G by i A 58 R R R A AL
P, SO H1 S8 T A A5 R, 1) T BRI E O 1) A N Rk R, 0 RS Sl R O TE A b g R TR AT
PEHE T — A RGRAE SR LBS B T AT RE B P RS AL B8R AT BEL A% LBS Y & e, PRI AT 50 5 AT T X
F1 & AR BRI TT T 5T,

T K BEANBRARRY Lz H T 5T 0 &Rk S, K B4 /& Latanya Sweeney Fll Pierangela
Samarati $ H i — B 44 AL RO BOR | 2R A JEUAEURORE 8 P b AR R AT 02 1k s 46 Ab B, (6 45 T A 90 SRR 4
BTN AN BA M AR R, SEB0R — 0 SR B e — 41 s, DR et ok 5 23 21 Y B
FADRAFIR  SCHR [ 65 14 B 44 X A9 #4368 00 b 37 R T P 55 BR800 79 5 1 2 R0 X B 5 U AR i) A T 52
HURFPE | S 2R U7 1Y LS A A BRI A T 0 AR AT S i P LR A R AT A R AT R 2
i —Jr RNEEMIE A C R A X, SR K B 4 P AA A 75 SRR B Mok 2 T AR A 035 50 LR
) ARE 3 4 00 1 65 S5 T R R A AR B BR R S, X6 It B 48U 1 5 ( dummy-location selection, DLS) .k
M 3o 0 R e M AU O AE L O A b R A SR A B DLS |, 7R B R B DL R R R X
S, [ I DR AR5 T 0 B30 1 B RA 203, ok 1 ) T 5 AR At il B R D S R e R I T 20 B
JELO S M T K BE A 25 4 BRORA G 15 S5 0 U AT B A A R 0 B RL PR AP A AR R A b S BT AR DG B
LGN, SCHR[ 67 AR 4% 4= LI B9 Markov ¢ s 158087 759 A0 A BUR ., JF AR 4R 02 B U e 3T 1 fE
TR I BN NG B Laplace M 14 80 vy nl 0 KA S50k . SCHR[ 68 1 19 CPL B3k 4 M B 4F 40 OC R 5%
AT 1] 1, B3 4% DX Y B AL 001, O 48 22 73 B RA BRI S L AN IS RE A% O 4 24 il 02 B ) BE A
I BB DR UE 22 T 1907 B A5 AN 2 DR S i A7 8 R 14 2 A7 i T 2
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Table 2 Comparison of privacy protection methods for user oriented
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DX B BT BORA D47 O T 1 AT SRR D0 3501 BUAR T 1 2 W58 R L (HL IR B A B B 1 22 el B AL |
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A Survey on Medical Information Privacy Protection
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Abstract; With the development of medical information, the privacy of medical data has attracted wide-
spread concern among researchers in the process of sharing and accessing. As a decentralized, anony-
mous, non-tamperable distributed ledger technology, blockchain provided new ideas for solving privacy
protection problems in medical scenarios. Firstly, the privacy protection requirements of medical data
were listed, and the overall architecture of the blockchain was introduced. Then, the medical information
privacy protection technology was introduced in detail, which was divided into data-oriented privacy pro-
tection and user-oriented privacy protection. Data-oriented privacy protection was referred to as the pro-
tection of sensitive information itself. Encryption-based privacy protection methods, distortion-based pri-
vacy protection methods and privacy protection methods based on restricted release were used. User-ori-
ented privacy protection was the privacy protection of data users. It included privacy protection based on
access control and transaction anonymity. Finally, the characteristics of various methods were compared
and the research status of blockchain in the field of privacy protection was summarized. We prospected
the development direction of blockchain in the field of medical information privacy protection was dis-
cussed.

Key words: blockchain; medical information; data privacy; users privacy; decentralization
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