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Abstract; With the rapid development of the internet of vehicles, the issue of in-vehicle security was be-
coming prominent. Using cryptographic algorithms to achieve authentication and confidentiality was an in-
evitable choice to solve the problem of vehicle interior security, and the most important was the key man-
agement. The common public key certificate schemes consumed more computing resources, with longer
delay and lower security protection. A new certificateless dynamic key management scheme based on
combined public key (CPK) was proposed. At the moment of vehicle startup, the CPK matrix was dy-
namically generated by the vehicle gateway and the private key was updated. The strong authentication
and confidentiality were realized, and the OBD static attacks was prevented.
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Figure 1 Private key distribution protocol
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