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Figure 2 Software and hardware authentication protocol
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Function PUF_AUTH( ) IF (get_response ( challengel, 1)= =

{ get_response (challenge2, 1)

SET this_response = get_response (auth_challenge, 32) IF ( condition is sat- |

SET num = different bits between this_response and auth_re- isfied) IF ( condition is satisfied)
sponse { CONDUCT 4
IF (num>threshold) CONDUCT 4 ELSE
RETURN FALSE | CONDUCT B
ELSE ELSE ELSE
RETURN TRUE { IF (condition is satisfied)
} CONDUCT B CONDUCT B
} ELSE
CONDUCT A
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Figure 5 Additional performance overhead of Dhrystone
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PUF-based Hardware-assisted Software Authentication Method

LI Xueyun', YE Jing®’, HUANG Zhengfeng', LI Xiaowei®’, LI Huawei’"’

(1. School of Electronic Science and Applied Physics, Hefei University of Technology, Hefer 230601, China;

2. State Key Laboratory of Computer Architecture, Institute of Computing Technology, Chinese
Academy of Sciences, Beijing 100190, China;
3. University of Chinese Academy of Sciences, Beijing 100190, China)

Abstract; A hardware-assisted software authentication method based on PUF was proposed. It included
software and hardware authentication protocol, RISC-V design embedded in PUF, and software obfusca-
tion technology. The software and hardware were bound together by inserting independent PUF authenti-
cation points or embedded PUF authentication points. The software could only be executed correctly on a
specific authorized device, and the reliability of PUF was solved from the hardware and software level.
Experiments showed that the additional hardware overhead of the proposed method was less than 2% ; and
the benchmark test showed that the additional performance overhead of a single authentication point was
less than 0. 5%.

Key words: software protection; hardware assist; PUF; RISC-V
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