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(a) - q q G q Gy, G,
P e: G,—G,; Hy: {0 1} xG,—G, H:{0 1} —Z ;
X, xzeZ: Y =xP Y, =x,P. {¢q H H G, G, e P Y, Y,}.
(b) . M. teZ:
W =1tP 14 ; 14 v ez, U=oW
M, =rH,(m || U) +r,P m, =r,v mod ¢ (M, m,)
(¢) . (M, m,) S =x,M, +(x, +H,(M)) m,W S’
(d) . S=r"(S -nY) m M (Sm UM).
(e) . e(S P) =e(Hy(m | U) Y)e(UY,)e(H (MU P)
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M M(M#M).

N S =S +(H (M) —H(M))m,W S=r"(S"-r,Y)) (SmUM) m

(S P) =e(r (S =rY,) P) =e(r (S +H,( M) m,W—H,(M)m,W—r,Y,) P)
(1 (M, + (xy + H (M) myW=r,Y,) P)
ce(r (xeyr Hy(m || U) +ry, P4 (x, + H, (M) roW =1, Y,) P)
—e(x,Hy(m || U) +x,U+H(M U P) =e(x,Hy(m | U) P)e(x,U P)e(H,(M)U P)

=e(Hy(m [|U) Y\)e(U Y,)e(H (M) U P)

(Sm UM
3 7
7 3 S =x,M, +x,m, W+ H,( M) m,W
M H(M)m,W . S S =8+
H (M) m,W—-H (M) m,W  H, (M) H, (M)
7
(a) H, H,:{0 1}**’Gl~
(b) S =x,M, +x,m,W +tm,H (M) .
(¢ e(S P) =e(Hy(m|U) Y)e(H (M) +Y, U).
4
4.1
(1)
e(S P) =e(r;' (S =1Y,) P) =e(r"(x,M, +x,m,W +tm,H (M) -r,Y,) P)
=¢( rl_'(xlrlHO(mH U) +rx,P+x,r, oW +irpwH (M) -r1,Y,) P)
=e(xHy(m| U) +x,U+twH (M) P) =e(x,H,(m || U) P)e(x,U P)e( H (M) wP)
=e(Hy(m [ U) y,)e(U y,)e( H(M) U) =e(Hy(m|U) Y))e(UY,)e(H(M)UP). (1)
4.2
4.2.1
1 CDHP
A c CDHP.
aP bP e G, a beZ: abP C A
A . :
(a) . C {qg Hy H G, G, e P Y, Y,} A Y, =aP



(b) A C H, H,
(i)H, .¢C L, A H, . (m, U)(1<i<gq,) C
L, L, (m, U 6 H) C H, A m, | U~ H, ; C
8. er”Z, H =5P (m, U 8 H) L, Hy(m, | U) =H, A.
(i) H, . C L, H, ) M(1<i<gq,) C L,
L, (M, r, H) C H/ A M, H, ; C T erZ, H =
T.P (Mi T Hf) L, Hl(Mi) =H; A.
( iii) . A (m M) ( M H, H, ) C
L, (M 7+ H); k 8exZ, U=kP (m U & H) L, k8
U, S=8Y, +k(Y, +H) (m U & H) L. C o=(UYS) A (m M)
cC A

e(S P) e((SY +h(Y,+H) P) =e(Y, Hye(Y, +H U) =e(Y, H(m| U))e(Y, +H (M) U

(¢) . A (m" M)
(m" M) (U S). Forking ’ A C
(m" M) (m" M UHHS) (m" M UHHS,) H=H+bP.
S=x,Hy(m || U) +k(H,(M) +Y,) U=kP

S=xH+k(H +Y,) S=xH+k(H +Y,)

E(H +Y,) :S—lezé—xlltI g—Sle(I:I—H) =abP C CDHP
CDHP
4.2.2
l tm,H,( M) 2
M. (M, m,) (M, m,) m

.
VT T, eZq

4.2.3
(t WM, m S). (m M (S U))

U=oW (
M, =r,H,(m | U) +r,P (
m, =r,v mod ¢ (
S=r7' (S -1Y,) (
(2) veZ: v =log, W, (4) r, eZ: ro=mw Tl
(3) reZ, r, =log,(M, —r, Hy(m || U)). (2) (3) (4)
oo, (5). S’ S =x,M, +x,m,W +tm,H,( M)
S —r Y, =x,M, +x,m, W +tm,H,(M) —r, x,P=x,(M, =1, P) +m,(x,W +tH,(M))
=x,;r, Hy(m | U) +r; v" (2, W+tH,(M))

e(r, (S =n Y,) P) =e(x,Hy(m| U) P)e(v x,W+v tH (M) P)
=e(Hy(m || U) Y,)e(v" W x,P)e( H (M) v tP)
=e(Hy(m || U) Y\)e(v W Y,)e(H(M) v W)
=e(Hy(m || U) Y))e(UY,+H (M)) =e(S P)

S=r, (8-n, Y) (2) (3) (4) v (5).
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Improved Randomized Partially Blind Signature Scheme

HE Jungie ~ WANG Juan QI Chuan-da
( College of Mathematics and Information Science Xinyang Normal University Xinyang 464000 China)

Abstract: The security of the randomized partially blind signature scheme based on bilinear pairing pro—
posed by Zhang et al. was analyzed. And the result showed that the scheme couldn’t resist the tampering
common information attack. An improved scheme was proposed to overcome the attack. Security analysis
results showed that the improved scheme not only satisfied unforgeability and unlinkability but also could
prevent the malicious signature requesters from tampering the common information which the signer and
the user had agreed on and protect the legal rights and interests of the signers effectively.
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