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Abstract. The traditional access control scheme based on single authorization authority. To solve its sin-
gle point of failure and inefficiency, a decentralized multi-authorization authority access control method
was proposed based on blockchain. Firstly, The approach used the consortium blockchain based multi-au-
thorization authorities to replace the centralized entity in traditional access control methods, which could
provide reliable and fine-grained access control. Secondly, smart contract allowed automatic policy judg-
ments, and to solve the access efficiency problem caused by multiple authorized institutions, a data map-
ping algorithm based on smart contract was proposed to achieve fast access,which constructed a mapping
table of key data information. Finally, experiments showed that the proposed scheme could effectively re-
duce user access delay and realize secure sharing during data access.
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Table 1 Symbols and meaning

iR 294 5 X

CB  WEEmiGE hash,, % Fx8 S AL
IPFS PR R G || key Xof B % 4

RA W& WLK M, Xof Bk 285 3C

DO HEHAH GPK,, H P 2R A

DU HREvilE  |GSK,, AP 2R

AA, RHEBRBHLK || atr, Ja P B AU HLA I A
m A SRR SK,uw  FFPREAR

wid AP SO | 1SK,, 0 PR

HATHR > 2 b AR 9 45 05, i BK BE BE CB 1R R 4t
TRMEEF G, 024 H 20T r W LA
RA $ 3¢ 3 A48 B, S HIUAS ) 14 45 4, [l I O B 2
ATBERREIE Y R ST AT A B A A
Vi) 42 b 4 5, PH P A S 4 15 ) 45405 i 5 52 A7 . i

£ mmp £3

U i) SR

|

|

|

|

|

|

|

|

|

|

|

|

|

| DEEFIEHYD.
| Hashiht .
I R IR B4R EH R BIRAEE)
|

|

|

|

|

|

|

|

|

|

|

|

|

©HSt KIS (CP-ABEf# %)

BARVITE @EWIT, JEF Hashitihl, 2547

N

R RE A 250 BUEHE U7 IR) DX B I 2% 58 1 BE T RS
VR i I R N TR WL N

BARIIAH & DO MEHE VI & DU & B AL B i
e B R OB Y LA BOR P AT ELR A R
ME— I FRIRAF wid . [A) B F ORI 48 3 1T AT W 4
BUA RA X B 4 A7 49 B A4 T oAl )& v 5L 5
28R SCHE T I R A Al o0 A X 2 BAUHLAS AN TR Y
FEAUHUAL 28 SCAE B R) — A @ o, [l B — N JE e i 2
A AU e [R] 45 3 o e PR AA SR 50 B TG
BRI B MRS, B PR AL R T T
A% 0 ) B A e = 1 & S LG PG A S T AT
A% —4~ RA FIZA4 AA, RA B 7E K B8 4% v b £
AE P LR T R I, AEEE LD SRR
o A AA AW ER AT LU UE P 1Y wid
FE T DX HR R Y 15 0] 2 AR AL G AR UL 1

B T 0

Z RN

1 ETXHRERFEEGER

Figure 1 Blockchain-based access control model
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Figure 2 Comparison of system initialization time
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