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Abstract; As the core of zero-trust architecture, continuous identity authentication aimed at ensuring the
security of communication and resource access. There were series of problems with by traditional identity
authentication schemes, such as reliance on trusted third parties, poor universality, centralized manage-
ment, high costs, low efficiency, and lack of privacy protection. To meet the needs of current network
development, a lightweight cross-domain continuous identity authentication scheme was proposed, with
the principle of "never trust, always verify" of zero-trust. It utilizeal unified multi-domain identities and
channel status information to achieve continuous and cross-domain authentication. The security of this
scheme was formally analyzed through a secure protocol analysis intrinsic logic method. Results proved its
security and its strong potential in zero-trust application scenarios.
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Figure 1 Two-tier public key management architecture
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